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 I run Irongeek.com 

 I have an interest in InfoSec 
education 

 I don’t know everything - I’m just a 
geek with time on my hands 

 (ir)Regular on the ISDPodcast 
http://www.isd-podcast.com/  
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 Outright identification 

 Shrinking of the “anonymity set” 

 An anonymity set is the total number of possible 
candidates for the identity of an entity. Reducing the 
anonymity set means that you can narrow down the 
suspects. 
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 Because Rob told me to come up with something 

 I’m in a privacy class, and intended to use it as a 
project (but ended up working with I2P instead) 

 Call to research on the topic 

 "The quieter you become the more you can hear."  -
-  Baba Ram Dass (and since I’m not a shiftless 
hippy that dosn’t bathe, I just think of it as the 
BackTrack Linux slogan) 
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 Pentesters 

 “Pro Bono Pentesters” 

 Attackers 

 IDS and Log Watchers 

 Incident Response, and people who want to test 
Incident Response 
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 I advocate making a “Clean Room Box” if you can 
afford it.  

 Separate boot partition is the 2nd best option 

 “Clean Room VM” May be an option 

 Most of the mitigations I mention can be taken in 
the Clean Room 

 For legitimate pentesters, this also helps keep 
customer data separate 
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 MAC Address left in logs 

 Browser tabs that automatically open  

 Network scans that automatically use the 
credentials of the logged in user 

 WiFi SSID Probes 

 Host name/NetBIOs name broadcasts  

 Last DHCP lease renew  

 Other apps? (Skype, IM, IRC, etc) 
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eth0      Link encap:Ethernet  HWaddr 00:0c:29:cb:37:89 

         inet 

addr:192.168.127.129  Bcast:192.168.127.255  Mask:255.255.255.0 

         inet6 addr: fe80::20c:29ff:fecb:3789/64 Scope:Link 

         UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1 

         RX packets:1102 errors:0 dropped:0 overruns:0 frame:0 

         TX packets:1396 errors:0 dropped:0 overruns:0 carrier:0 

         collisions:0 txqueuelen:1000 

         RX bytes:108974 (108.9 KB)  TX bytes:92538 (92.5 KB) 

         Interrupt:19 Base address:0x2000 

 

Wireless LAN adapter Wireless Network Connection: 

 

  Connection-specific DNS Suffix  . : 

  Description . . . . . . . . . . . : Broadcom 802.11n Network Adapter 

  Physical Address. . . . . . . . . : 00-1A-70-3C-A6-3D 

  DHCP Enabled. . . . . . . . . . . : No 

  Autoconfiguration Enabled . . . . : Yes 

  Link-local IPv6 Address . . . . . : 

fe80::b1ce:9626:799a:5f41%14(Preferred) 

  IPv4 Address. . . . . . . . . . . : 192.168.1.13(Preferred) 

  Subnet Mask . . . . . . . . . . . : 255.255.255.0 

  Default Gateway . . . . . . . . . : 192.168.1.1 

  DHCPv6 IAID . . . . . . . . . . . : 369105520 

  DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-12-E4-11-A3-00-1A-A0-

8D-BC-BE 

 

  DNS Servers . . . . . . . . . . . : 192.168.1.1 

  NetBIOS over Tcpip. . . . . . . . : Enabled 
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 In theory MAC addresses are unique (but not really) 
 

 Can be spoofed, but good luck proving that it was 
Bob Swim 
 

 First 6 HEX digits are the vendor’s OUI 
(Organizationally Unique Identifier) 
http://standards.ieee.org/regauth/oui/oui.txt  
 

 I wonder if any vendors store this information?  

 

http://standards.ieee.org/regauth/oui/oui.txt
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 Change it if possible: 
http://www.irongeek.com/i.php?page=security/changemac  

 Linux: 
ifconfig eth0 down hw ether 00:00:00:00:00:01 
ifconfig eth0 up 

 Windows: 
Regedit or some tools  
(but some card drivers just say no or require the same OUI) 
 
MadMacs 
http://www.irongeek.com/i.php?page=security/madmacs-mac-spoofer 
 
Smac 
http://www.klcconsulting.net/smac/  
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 IPv6 Stateless Address Autoconfiguration  
https://www.defcon.org/images/defcon-15/dc15-presentations/Lindqvist/Whitepaper/dc-15-lindqvist-WP.pdf  

 This example may be local only, and non-routable, 
sort of like 169.254.0.0/16  in IPv4 

eth0      Link encap:Ethernet  HWaddr 00:0c:29:cb:37:89 

         inet addr:192.168.127.129  Bcast:192.168.127.255  Mask:255.255.255.0 

         inet6 addr: fe80::20c:29ff:fecb:3789/64 Scope:Link 

         UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1 

         RX packets:1102 errors:0 dropped:0 overruns:0 frame:0 

         TX packets:1396 errors:0 dropped:0 overruns:0 carrier:0 

         collisions:0 txqueuelen:1000 

         RX bytes:108974 (108.9 KB)  TX bytes:92538 (92.5 KB) 

         Interrupt:19 Base address:0x2000 
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 What does it say about you? 
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 Just the names of the sites give tons on information 

 Plaintext login information 

 Imagine using Facebook during a pentest? 

 Even if SSL is used, DNS queries give away 
information about the sites visited 

 Headers (browser type, version, plugins) 

Thanks to d4ncingd4n for reminding me to add headers 
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 Dedicated browser for certain activities 

 Limit plugins 

 Keep changing user agent  
(or make sure it’s very generic) 

 Don’t have the browser do anything automatically  

 Passwords 

 Forms 

 Tabs 
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 Watch out for “Use current credentials”  



http://Irongeek.com 

 Auditing matters  
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 Share type matters 
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 What shows in the logs depends on share type 
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 Use a different account 

 Use a non-specific user name 

 If the tool has an option for “use other credentials”, 
try using it, keeping in mind “Trust but verify”  

 “Shift+Right-Click ->Run As” works wonders 



http://Irongeek.com 

 When auditing logins causes security problems 

 A successful login right after a failed one, with a 
user name that matched your password complexity 
rules? Hum, let me think here.  

 PEBKAC Attack 
http://www.irongeek.com/i.php?page=security/pe
bkac-attack-passwords-in-logs  
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 SSID probes, not like the alien kind 
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 Depends on OS and configuration 

 Sometimes probes are sent from a wireless client 
saying “hey, are you out there?” to a previously 
used SSID (Wireless Network Name) 

 Network names may be significant (now I know 
what comics you like, where you go to school, and 
where you get coffee) 

 Geolocation: 

 Google Street View?  

 Wigle it, just a little bit! 
https://wigle.net/gps/gps/main/query/  

https://wigle.net/gps/gps/main/query/
https://wigle.net/gps/gps/main/query/
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 Use a super common SSID name for home 

 Clean out unused wireless network profiles 

 Disable autoconnects (broadcasting?) 

 Another reason why cloaking your SSID is just a bad 
to useless idea 
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 What does your name say about you? 
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 DHCP can have a 
host name option 

 NetBIOs naming 
traffic says “hey, 
I’m here” 

 Direct probe may 
also list name 
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 Choose a less specific name, or a default manufacturer’s 
name if known 

 Disable Netbios?  
(Choosing the less obvious name option would be better in my opinion) 

 For DHCP host names 
 Linux: edit /etc/dhcp3/dhclient.conf 

Comment out  
  send host-name "<hostname>"; 
Need to test more 

 Windows: 
May be able to edit items in 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\Dhcp\Parameters\Options  

 but I don’t have that figured out quite yet 
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 What other networks have you been on? 
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 Sometimes DHCP info gets sent when you move 
from network to network 

 If the last DHCP server handed out a non routable 
(like 192.168.*.*) it may not be a big issue 

 Find who owns the IP 
http://serversniff.net/asreport.php  

 IP+Network Owner+Host Name+Google = identity?  

http://serversniff.net/asreport.php
http://serversniff.net/asreport.php
http://serversniff.net/asreport.php
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 Needs A LOT more research  

 Microsoft’s DHCP team has a blog? 
http://blogs.technet.com/b/teamdhcp/ 

 Maybe killing/modifying the current configs: 

 Windows: 
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\services\Tcpip\Parameters\I
nterfaces\* 

 Linux: 
/var/lib/dhcp3/dhclient.leases 
/var/lib/dhcp3/dhclient.eth0.leases 

 Thanks to Eric Kollmann of Satori  

http://blogs.technet.com/b/teamdhcp/
http://blogs.technet.com/b/teamdhcp/
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 Test your apps (in my case Pidgin)  

 What servers does it contact, and what does it send?  
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 DNS shows info, even if the connection is encrypted 

 Unencrypted, the protocol may give a ton of stuff 
away to a sniffer 
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 Awareness 

 Don’t use those apps when you want to stay low profile 

 Sniff to see what your apps give away 
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 VPN follow home (fun to try at a hacker con ) 

 UPnP/Bonjour 

 Phone home addresses 

 So much more… 

 

 

 

 

 Thanks to d4ncingd4n, Bill Swearingen, Jim 
Halfpenny and Michael Dickey for suggestions 

You 

Internet 

and the VPN make three.  Me 
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 Simply stated: 
An attacker should not use the same box for normal 
use, as for attack.  

 Harden up the box as best as you can using what 
tips have been given 

 Full Clean Room PC > Clean Room Boot Partition  > 
Clean Room VM 

 Make yourself some dual boot systems!!! 
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 Wireshark 
http://www.wireshark.org/  

 NetworkMinor 
http://networkminer.sourceforge.net/ 

 BackTrack Linux 
http://www.backtrack-linux.org/    

http://www.wireshark.org/
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 DerbyCon 2011, Louisville Ky 
http://derbycon.com/  

 Louisville Infosec 
http://www.louisvilleinfosec.com/  

 Skydogcon/Hack3rcon/Phreaknic/Notacon/Outerz0ne 
http://www.skydogcon.com/  
http://www.hack3rcon.org/ 
http://phreaknic.info   
http://notacon.org/ 
http://www.outerz0ne.org/  
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