OUT OF CHARACTER: USE OF
PUNYCODE AND HOMOGLYPH
ATTACKS TO OBFUSCATE URLS FOR
PHISHING
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About Adrian

= | runlrongeek.com
. . Twitter: @Irongeek ADC
= | have an interest in InfoSec

education

@ | don’t know everything - I'm just a
geek with time on my hands

= I’'m an (Ir)regular on the InfoSec
Daily Podcast:

http://isdpodcast.com \
= Sr. Information Security Engineer at ‘\__
a Fortune 1000
m Co-Founder of Derbycon "
http://www.derbycon.com/ :"1,', <
http://Irongeek.com e
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Classic Phishing Obfuscations

Would you follow a link in email to
AdriansHouseOfPwnage.com?

Text says one thing, link says another:
<a href="http://irongeek.com”>http://www.microsoft.com</a>

Confuse user with credentials section of a URL:

http://www.microsoft.com@irongeek.com
= Firefox pops up a warning

= |E just refuses to connect

Other ideas?

http://Irongeek.com



Homographs

& Homographs = words that looks the same

@ Homoglyphs = characters that look the same
m Examples:

m rnicrosoft.com vs. microsoft.com
= paypal.com vs. paypal.com
= |[RONGEEK.COM vs. IRONGEEK.COM

= Now, what about Unicode?
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Unicode

= ASCIl only covers so many characters, but what
about characters from other languages/scripts?

m Unicode to the rescue

= 1,114,112 code points in the range 0 to 10FFFF

= Mapped to common languages with room to expand
= Different encoding styles (UTF-8, UTF-16, etc.)

m 0-127 of UTF-8 match ASCII

= Windows-1252 uses printable characters for 80 to 9F
instead of control characters like 1ISO-8859-1

= Commonly seen when “smart quotes” screw up f'
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Problem: DNS is ASCII

= DNS labels (the parts separated by dots) follow the
LDH rule:

m |etters
= Digits
= Hyphen

= This would not allow for international characters in
DNS labels

= Enter Punycode and IDNA
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IDNA

@ Internationalized Domain Names in Applications (IDNA)
allows non-ASCIl characters in the host section of a URL to
map to DNS host names

= xn--caf-dma.com

= xn--11g90ic7fzpc.xn--fiqz9s

1
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What about Homoglyphs in Unicode?

There are homoglyphs in Unicode that look the same as normal
Latin characters, and these could be used for spoofing names,
examples:
= xn--googl-3we.com
(e is a Cyrillic small letter ie U+0435)

= xn--ucU+ihd.org
(i is a Cyrillic small letter Byelorussian-Ukrainian i U+0456)

= Xn--pypal-4ve.com
(2"d a is Cyrillic small letter a U+0430)
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Likely Sources for Homoglyphs

@ Cyrillic script:a,c, e, 0, p, xandy

= Latin alphabet appears twice, U+0021-007E (Basic
Latin) & U+FFO1-FF5E (Full width Latin):
1"S%&'()*+,-
./0123456789:;<=>? @ABCDEFGHIJKLMNOPQRSTU
VWXYZ[\]* “abcdefghijkimnopqgrstuvwxyz{|}~

= Even some slashes

/(U+002f),AU+0338), / (U+2044), /(U+2215),/
(U+2571), ./, (U+ffOf)/, (U+ff89)
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Slashes?

m Can other domains be used?

m www.microsoft.com/index.html.irongeek.com
Slash is U+2044

http://Irongeek.com



Homoglyph Attack Generator
Demo

http://www.irongeek.com/homoglyph-attack-generator.php

Combination of JavaScript and PHP libraries created by phlyLabs
as part of phlyMail
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Protections Implemented by Browsers

Firefox (11) shows Punycode if
=mNot in TLD White List (about:config—>network.IDN.whitelist)

.ac, .ar, .asia, .at, .biz, .br, .cat, .ch, .cl, .cn, .de, .dk, .ee, .es, fi, .gr, .huy, .il, .info, .io, .ir, .is, .jp, .kr,
Ai, .It, .lu, .lv, . museum, .no, .nu, .nz, .org, .pl, .pr, .se, .sh, .si, .tel, .th, .tm, .tw, .ua, .vn, .xn--
Ozwmb56d, .xn--11b5bs3a9aj6g, .xn--80akhbyknj4f, .xn--90a3ac, .xn--9t4b11yi5a, .xn--debalad,
xn--figs8s, .xn--fiqz9s, .xn--fzc2c9e2c, .xn--gbw251d, .xn--hgbk6aj7f53bba, .xn--hlcjéaya9esc7a,
Xn--j6w193g, .xn--jxalpdlp, .xn--kgbechtyv, .xn--kprw13d, .xn--kpry57d, .xn--mgba3a4fl6a, .xn--
mgba3a4dfra, .xn--mgbaam7a8h, .xn--mgbayh7gpa, .xn--mgberp4a5d4a87g, .xn--
mgberp4a5d4ar, .xn--mgbqgly7c0a67fbc, .xn--mgbqgly7cvafr, .xn--o3cw4h, .xn--ogbpf8fl, .xn--
plai, .xn--wgbhlc, .xn--wgbl6a, .xn--xkc2al3hye2a, .xn--zckzah

mnetwork.IDN_show_ punycode set to true (default false)
mAny of these blacklisted characters appear:

S AV AU vy
o OAM %%Vs%%%%%%%%%y/ | /7 /// // D s e s 6
/[ OOndkaifCed: 3 '~ ) O, O ’ >
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Protections Implemented by Browsers

IE (9) shows Punycode if

= If there is a mismatch between the characters used in the
URL and the language expectation

This web address contains letters ar symbals that can't be displayed.

= If character is not used in any language
= Mixed set of scripts that do not belong
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Protections Implemented by Browsers

Chrome (18.0.1025.142) shows Punycode if

mConfigured language of the browser (configured in
the “Fonts and Languages” options) does not match

mlncompatible set of scripts that do not belong

= But there is a whitelist, so hard to confuse scripts like
Latin with Chinese can be used

mCharacters in a black list

http://Irongeek.com A



Defenses by Registrar

= Registrars may not allow the character

m For example, one registrar gave the following error when an
attempt was made to register iucu.org (Cyrillic small letter
Byelorussian-Ukrainian i U+0456):

“Error: You used an invalid international character! Please
note that for some reason .org and .info only support
Danish, German, Hungarian, Icelandic, Korean, Latvian,
Lithuanian, Polish, Spanish, and Swedish international
characters.”

m May be gotten around by / homoglyphs,/ Katakana Letter
No (U+30ce) seems to work best "
. f‘
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Approach

1. How different browsers show the Punycode in the
URL bar.

2.  How different mail systems show the URL when
email is displayed.

3. How social networks render the URL.

= Used domain we control, and Local Hosts file to
map the DNS entries
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U+03A9
().com

Some Results

xn--bya.com

xn--bya.com

xn--bya.com

Q U+03A9
Q.org

Q.org

XN--€Xa.org

XN--€Xa.org

g U+0261
google.com

Xxn--oogle-gmc.com

xn--oogle-gmc.com

Xxn--oogle-gmc.com

i U+0456

IUCU.Org

iucu.org

xn--ucU+ihd.org

xn--ucU+ihd.org

g U+FF47 o U+FFAF o
U+FF4F g U+FF47 |
U+FF4C e U+FF45
goog | e.com

Normalized to standard
Latin

Normalized to standard
Latin

Normalized to standard
Latin

/ U+204
WWW.microsoft.com/in

WWW.Mmicrosoft.xn--
comindex-

dex.html.irongeek.org

g03d.html.irongeek.org

WWW.microsoft.xn--
comindex-
g03d.html.irongeek.org

WWW.Mmicrosoft.xn--
comindex-
g03d.html.irongeek.org

http://Irongeek.com




Other odd balls

= iucu.org (i U+0456 ) could not be registered

m These seemed to pass Registrar’s tests
lucu.org [xn--ucU+2ia.org](Latin capital letter i with acute |

U+0456)
iucu.org [xn--ucU+gma.org](Latin small letter i with acute i
U+00ED)

[xn--ucU+9ta.org](Latin small letter i with ogonek |
U+00ED)

m ./ Katakana Letter No (U+30ce) seems to work in
Firefox for subdomain trick, but not in Chrome or IE
X s " 14
s L
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Display of IDNA in Web Apps

= What does the webapp display?
= How does it parse links?

http://Irongeek.com
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Test Strings

Q U+03A9

http://Q.com

g U+0261

http://google.com

http://google.org

i U+0456

iucu.org

http://iucu.org

/ U+2044
http://www.microsoft.com/index.html.irongeek.com
http://www.microsoft.com/index.html.irongeek.org

http://Irongeek.com
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Outlook 2010

@& ¥ |5 Test - hessage [HTRAL)

m Sent from Gmail to
campus mail

Message Adobe PDF

Mave Tags | Editing| Zoom

IE] PI n k p h IS h I n g A1 alu] e Quick Steps kA owe Zoam
Wa rn i n g t h at m u St sl -l e an " T-;:Ir?:lul:u:u lnllrruuz:'lnfthlljrlub and other functionality hawve been
be clicked past to '

use links

m 4t 7th and 8t link
had parse errors

Sent: Mon 4972012 3:19 PM

Adrian Crenshaw

http://Irongeek.com



A | el = @ v |F Test - Message [HTML)
File MMessage Adobe POF (] ﬂ
fda REply R B9 oldsturr =L v FA e
. 52 Feply All -L—;i To Manager - _J J-}E . _u"t"
%v Delete 3 Forward 27 | &3 Team E-mail - M?rue o - TEIWEIS EC“E“"IEI Faom
Delete Respond Juick Steps = r e Zoorm
& This might be a phishing message and iz potentially unsafe, Links and other functionality have been
dizabled. Click here to enable fundctionality [not recommended].
From: irongeeki@grnail.com on behalf of Sent: Pon 4902012 3:19 PhA
adrian Crenshaw <irongesek@irongesk., com =
To: Crenshaw, Sdrian Duane
Y
Subject: Test
2 TT+H0=309 EE]
http /02 com
q TT+026 1
htti i qooole com
httpp i qoogle org
i TTH+H0456 3
MCl. org
httpfacu. ors
A TI+H2044
htty Sfwrarar mmicrosoft. comyindes hittnl wongeels com
httpiwrarwr mucrosoft conyindesx html wrongeels. oro
-
. | Adrian Crenshaw boadly by L -ﬁ-




@ Sent from campus mail
to Gmail

m 2"9and 3"links had
problem with g (Latin
small letter script G
U+0261)

m 4™ link had problems
wiht Cyrillic i (U+0456)
if no http:// in front

m 7% and 8™ link had
parse errors because
of / (fraction slash
U+2044) and were
split in two

http://Irongeek.com
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test Inbax ¥

Crenshaw, Adrian Duane
to Irangeek =

G THIBAD

hitp: | {{d.com

4T

http: {aagle com

http: {oogl oy

1 1T +045

L

hitp: | { fums. oty

JU+044

http: | {srararsmicrasoft comindes htenl sroneek com
hitp: | {arsraremiorosoft cornindeshbnl ironeek. orr

n Click here to Reply or Forward

J19PM (b minutes ago)
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m Seemed to render all
but the fourth link as it
was inputted
Punycode versions
show

@ iucu.org without the
preceding http:// gave
issues. Cyrillic i
(U+0456) seemed to
confuse the parser

m The/(fraction slash
U+2044) in the last
two links seems to also
cause no oddities

http://Irongeek.com

Facebook

& Adrian Crenshaw
N DU+03A9

hkkp: ) .
hkkp: ) qle.

iU, arg
hktp:/fiucu, org)

1 mickosaft, comdndes:, hkml.irongeek, com)
hikkpe e, ricrosoft, comyindesx, htmlirongeek. orgf

Future Home of The Omega Project
LAJLAIAL == I:| w3, COMm

Lom



Adrian Crenshaw

¢ 40349

hikkp: /5 com)f

g U+0261

htkp: [/ fqoogle, com|

htkp: Jfqoogle. arg)

| L0456

IUCU,org

hikkp: [ fincw, org)

A +2044

hitkp: ,I',I'www microsaft, comAndes:, kel irongeek, comn)
hikkp: [ v, nicrosoft, comAndes, bEml irongeek, arg)

Future Home of The Omega Project
COMmM wwww.xn--bya.com
" lak of oukskanding guys figure they'll pledge Omega, or

thes won't pledge at all* -- Greg Marmalard (Faber College,
Class of ‘64

Like * Comment * Share * a few seconds ago



Twitter

= Twitter had the effect of
rendering all of the URLs _
b Adrian Crenshaw 4
as a truncated, URL
shortened (using t.co), () U+03Ag xn--bya.com g U+0261 xn--oogle-
P u nycod e vers | on Jqmc.Com Xn--o DglE!-qulC.. org,

m  except the iucu.org
without the preceding
http://. Again, the soft-
dotted Cyrillic i (U+0456)

d= Reply ] Delete W Favorite

seemed to confuse the a Adrlan Crenshaw &
parser.
: . 1 U+0456 iucu.org xm--ucu-ihd.org/ U+204
@ Twitter makes it pretty 400 1uctLorg CHors L rE0ad
] ] ...t.xn--comindex-go3d.html.irongeek.com ...t.xn--
obvious that there is comindex-gosd html.irongeek.org
something funny about

th e U R LS 4 Reply T Delete W Favorite

http://Irongeek.com



b Adrian Crenshaw %

irongeek_adc
{1 U+03A9 xm--bya.com g U+0261 xn--oogle-
qme.com xn--oogle-gme.org

318 FPM -9 Apr 12 wiaweh - Embed this Tweet
&= Reply T Delete W Favorite

b Adrian Crenshaw %
irongeek_adc
i U+0456 iucu.org xm--ucu-ihd.org/U+2044

...t.xn--comindex-gosd.html.irongeek.com ...t.xn--
comindex-go3d.html.irongeek.org

218 PM -9 Apr 12 viaweb - Embed this Tweet
4 Reply T Delete W Favorite
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Canonicalization Errors?

m Remember when the full width Latin forms were
turned to normal latin in the URL bar?

= < or > filtered?

= What if it also tries to canonicalize similar
characters like < (U+003c), >(U+003e), <« (U+2039),
» (U+203a), <(U+fflc), > (U+ffle) afterwards?

http://Irongeek.com A



Name Spoofing

= |IP Boards let me spoof Daren from Hak5’s screen name:
Darren Kitchen (U+039A Greek Capital Letter Kappa)
VS
Darren Kitchen

m Twitter returned the error

m Gmail/Google returned the error

= Windows 7 let me use Unicode
@ OS X Lion seems to replace or remove the characters »
. »

m More research needs to be done in these areas. N | /A
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Right to left?

= Josh Kelley mentioned this one to me

= What about left to right mixed with right to left
scripts?

Takes U+202E (Right-to-Left Override)
http://irongeek.com

http://irongeek.com/moc.tfosorcim//:ptth

More details at:
http://digitalpbk.blogspot.com/2006/11/fun-with-

unicode-and-mirroring.html ,_.,
Xy s
2 LA
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What about file names?

txt.bat
txt.vbs
txt.exe
txt.com
txt.docx

Demo
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Just how they are displayed

C:\Users\adrian\Desktop\examples>dir
Volume in drive C is BOOTCAMP
Volume Serial Number is 0462-A90F

Directory of C:\Users\adrian\Desktop\examples
05/16/2012 11:44 AM <DIR>

05/16/2012 11:44 AM <DIR> .
05/16/2012 11:43 AM 273 test.au3

05/16/2012 11:24 AM 69 wickednames.txt
05/16/2012 11:30 AM 39 ?txt.bat
05/16/2012 11:31 AM 12,551 ?txt.docx
05/16/2012 11:43 AM 302,117 ?txt.exe
05/16/2012 11:28 AM 24 ?txt.vbs

6 File(s) 315,073 bytes
2 Dir(s) 19,766,902,784 bytes free

C:\Users\adrian\Desktop\examples>

http://Irongeek.com



Useful Sites

m Unicode Security Considerations
http://unicode.org/reports/tr36/

m Unicode Converter
http://www.rishida.net/tools/conversion/

@ Unicode Character Info and List
http://www.fileformat.info/

m Homoglyph Attack
Generatorhttp://www.irongeek.com/homoglyph-
attack-generator.php
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Twitter: @lrongeek ADC



= http://www.microsoft.com./
index.html.irongeek.org/

m http://www.microsoft.xn--comindex-
634g.html.irongeek.org/
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