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 I run Irongeek.com 

 I have an interest in InfoSec 
education 

 I don’t know everything - I’m just a 
geek with time on my hands 

 I’m an (Ir)regular on the InfoSec 
Daily Podcast: 
http://isdpodcast.com 

 Sr. Information Security Engineer at 
a Fortune 1000 

 Co-Founder of Derbycon 
http://www.derbycon.com/  

 

Twitter: @Irongeek_ADC 

http://isdpodcast.com
http://www.derbycon.com/
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 Would you follow a link in email to 
AdriansHouseOfPwnage.com? 

 Text says one thing, link says another: 
<a href=”http://irongeek.com”>http://www.microsoft.com</a> 

 Confuse user with credentials section of a URL: 
http://www.microsoft.com@irongeek.com 

 Firefox pops up a warning 

 IE just refuses to connect 

 Other ideas? 
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 Homographs = words that looks the same 

 Homoglyphs = characters that look the same 

 Examples: 

 rnicrosoft.com vs. microsoft.com 

 paypa1.com vs. paypal.com 

 IR0NGEEK.COM vs. IRONGEEK.COM 

 Now, what about Unicode?  
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 ASCII only covers so many characters, but what 
about characters from other languages/scripts? 

 Unicode to the rescue 

 1,114,112 code points in the range 0 to 10FFFF 

 Mapped to common languages with room to expand 

  Different encoding styles (UTF-8, UTF-16, etc.) 

 0–127 of UTF-8 match ASCII 

 Windows-1252 uses printable characters for 80 to 9F 
instead of control characters like ISO-8859-1  

 Commonly seen when “smart quotes” screw up 
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 DNS labels (the parts separated by dots) follow the 
LDH rule: 

 Letters 

 Digits  

 Hyphen 

 This would not allow for international characters in 
DNS labels  

 Enter Punycode and IDNA 
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 Internationalized Domain Names in Applications (IDNA) 
allows non-ASCII characters in the host section of a URL to 
map to DNS host names 
 
café.com = xn--caf-dma.com 
 
北京大学.中國 = xn--1lq90ic7fzpc.xn--fiqz9s  
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There are homoglyphs in Unicode that look the same as normal 
Latin characters, and these could be used for spoofing names, 
examples: 

googlе.com = xn--googl-3we.com 
(е is a Cyrillic small letter ie U+0435) 

іucu.org  = xn--ucU+ihd.org 
(і is a Cyrillic small letter Byelorussian-Ukrainian і U+0456) 

pаypal.com  = xn--pypal-4ve.com 
(2nd а is Cyrillic small letter a U+0430) 
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 Cyrillic script: a, c, e, o, p, x and y 

 Latin alphabet appears twice, U+0021-007E (Basic 
Latin) & U+FF01-FF5E (Full width Latin): 
!"$%&'()*+,-
./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTU
VWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~ 

 Even some slashes 
/(U+002f), ̸(U+0338), ⁄ (U+2044), ∕(U+2215),╱ 
(U+2571), ／, (U+ff0f)ﾉ, (U+ff89) 
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 Can other domains be used? 

 www.microsoft.com⁄index.html.irongeek.com 
Slash is U+2044 
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http://www.irongeek.com/homoglyph-attack-generator.php  

 

Combination of JavaScript and PHP libraries created by phlyLabs 
as part of phlyMail 

http://www.irongeek.com/homoglyph-attack-generator.php
http://www.irongeek.com/homoglyph-attack-generator.php
http://www.irongeek.com/homoglyph-attack-generator.php
http://www.irongeek.com/homoglyph-attack-generator.php
http://www.irongeek.com/homoglyph-attack-generator.php
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Firefox (11) shows Punycode if 

Not in TLD White List (about:config→network.IDN.whitelist) 
.ac, .ar, .asia, .at, .biz, .br, .cat, .ch, .cl, .cn, .de, .dk, .ee, .es, .fi, .gr, .hu, .il, .info, .io, .ir, .is, .jp, .kr, 
.li, .lt, .lu, .lv, .museum, .no, .nu, .nz, .org, .pl, .pr, .se, .sh, .si, .tel, .th, .tm, .tw, .ua, .vn, .xn--
0zwm56d, .xn--11b5bs3a9aj6g, .xn--80akhbyknj4f, .xn--90a3ac, .xn--9t4b11yi5a, .xn--deba0ad, 
.xn--fiqs8s, .xn--fiqz9s, .xn--fzc2c9e2c, .xn--g6w251d, .xn--hgbk6aj7f53bba, .xn--hlcj6aya9esc7a, 
.xn--j6w193g, .xn--jxalpdlp, .xn--kgbechtv, .xn--kprw13d, .xn--kpry57d, .xn--mgba3a4f16a, .xn--
mgba3a4fra, .xn--mgbaam7a8h, .xn--mgbayh7gpa, .xn--mgberp4a5d4a87g, .xn--
mgberp4a5d4ar, .xn--mgbqly7c0a67fbc, .xn--mgbqly7cvafr, .xn--o3cw4h, .xn--ogbpf8fl, .xn--
p1ai, .xn--wgbh1c, .xn--wgbl6a, .xn--xkc2al3hye2a, .xn--zckzah 

network.IDN_show_punycode set to true (default false) 

Any of these blacklisted characters appear: 
 ¼½¾ǃː ։̸ ۔׃״     ᅟᅠ᜵܄܃܂܁؉؉٪
       ​․‧   ‹›⁁⁄᜵ ⅓⅔⅕⅖⅗⅘⅙⅚⅛⅜⅝⅞⅟∕∶⎮╱⧶⧸⫻⫽⿰⿱⿲⿳⿴⿵⿶⿷⿸⿹⿺⿻ 。〔〕
〳ㅤ㈝㈝㎮㎯㏆㈝꞉︔︕︿﹝﹞㈝．／｡ﾠ㈝㈝㈝ � 
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IE (9) shows Punycode if 

 If there is a mismatch between the characters used in the 
URL and the language expectation  
 

 

 

 If character is not used in any language 

 Mixed set of scripts that do not belong 
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Chrome (18.0.1025.142) shows Punycode if  

Configured language of the browser (configured in 
the “Fonts and Languages” options) does not match 

Incompatible set of scripts that do not belong 

 But there is a whitelist, so hard to confuse scripts like 
Latin with Chinese can be used 

Characters in a black list 
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 Registrars may not allow the character  

 For example, one registrar gave the following error when an 
attempt was made to register іucu.org (Cyrillic small letter 
Byelorussian-Ukrainian i U+0456):   
“Error: You used an invalid international character! Please 
note that for some reason .org and .info only support 
Danish, German, Hungarian, Icelandic, Korean, Latvian, 
Lithuanian, Polish, Spanish, and Swedish international 
characters.” 

 May be gotten around by / homoglyphs,ノ Katakana Letter 
No (U+30ce) seems to work best  



http://Irongeek.com 

1. How different browsers show the Punycode in the 
URL bar. 

2. How different mail systems show the URL when 
email is displayed. 

3. How social networks render the URL. 

 

 Used domain we control, and Local Hosts file to 
map the DNS entries 

 



http://Irongeek.com 

URL Firefox 11 IE 9 Chrome 18.0.1025.142 

U+03A9 
Ω.com   

xn--bya.com xn--bya.com xn--bya.com 

Ω U+03A9 
Ω.org    

Ω.org    xn--exa.org   xn--exa.org   

ɡ U+0261 
ɡoogle.com  

xn--oogle-qmc.com  xn--oogle-qmc.com  xn--oogle-qmc.com  

і U+0456 
іucu.org  
 

іucu.org   xn--ucU+ihd.org 
 

xn--ucU+ihd.org 
 

ｇU+FF47 ｏU+FF4F ｏ
U+FF4F ｇU+FF47 ｌ
U+FF4C ｅU+FF45  
ｇｏｏｇｌｅ.com  

Normalized to standard 
Latin 

Normalized to standard 
Latin 

Normalized to standard 
Latin 

⁄  U+204 
www.microsoft.com⁄in
dex.html.irongeek.org 
 

www.microsoft.xn--
comindex-
g03d.html.irongeek.org 

www.microsoft.xn--
comindex-
g03d.html.irongeek.org 

www.microsoft.xn--
comindex-
g03d.html.irongeek.org 
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 іucu.org (і U+0456 ) could not be registered 

 These seemed to pass Registrar’s tests 
Íucu.org [xn--ucU+2ia.org](Latin capital letter i with acute Í 
U+0456) 
íucu.org [xn--ucU+qma.org](Latin small letter i with acute í 
U+00ED) 
įucu.org [xn--ucU+9ta.org](Latin small letter i with ogonek į 
U+00ED) 

 ノ Katakana Letter No (U+30ce) seems to work in 
Firefox for subdomain trick, but not in Chrome or IE 
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 What does the webapp display? 

 How does it parse links? 
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Ω U+03A9  
http://Ω.com  
ɡ U+0261 
http://ɡoogle.com  
http://ɡoogle.org 
і U+0456 
іucu.org  
http://іucu.org  
⁄ U+2044 
http://www.microsoft.com⁄index.html.irongeek.com 
http://www.microsoft.com⁄index.html.irongeek.org 
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 Sent from Gmail to 
campus mail 

 Pink phishing 
warning that must 
be clicked past to 
use links 

 4th, 7th and 8th link 
had parse errors 
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 Sent from campus mail 
to Gmail 

 2nd and 3rd links had 
problem with ɡ (Latin 
small letter script G 
U+0261)  

 4th link had problems 
wiht Cyrillic і (U+0456) 
if no http:// in front  

 7th and 8th link had 
parse errors because 
of ⁄ (fraction slash 
U+2044)  and were 
split in two 
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 Seemed to render all 
but the fourth link as it 
was inputted 
Punycode versions 
show 

 іucu.org without the 
preceding http:// gave 
issues. Cyrillic і 
(U+0456) seemed to 
confuse the parser 

 The ⁄ (fraction slash 
U+2044) in the last 
two links seems to also 
cause no oddities 
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 Twitter had the effect of 
rendering all of the URLs 
as a truncated, URL 
shortened (using t.co), 
Punycode version 

  except the іucu.org 
without the preceding 
http://. Again, the soft-
dotted Cyrillic і (U+0456) 
seemed to confuse the 
parser. 

 Twitter makes it pretty 
obvious that there is 
something funny about 
the URLs 
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 Remember when the full width Latin forms were 
turned to normal latin in the URL bar?   

 < or > filtered? 

 What if it also tries to canonicalize similar 
characters like < (U+003c), >(U+003e), ‹ (U+2039),  
› (U+203a), ＜(U+ff1c), ＞(U+ff1e) afterwards?  
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 IP Boards let me spoof Daren from Hak5’s screen name: 
Darren Κitchen (U+039A Greek Capital Letter Kappa) 
 vs  
Darren Kitchen 

 Twitter returned the error  
“Invalid username! Alphanumerics only.”  

 Gmail/Google returned the error  
“Please use only letters (a-z), numbers, and periods.” when 
non-ASCII characters were attempted.  

 Windows 7 let me use Unicode 

 OS X Lion seems to replace or remove the characters 

 More research needs to be done in these areas.  
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 Josh Kelley mentioned this one to me 

 What about left to right mixed with right to left 
scripts? 

 Takes U+202E (Right-to-Left Override) 

 moc.keegnori//:ptth ‮  

 http://microsoft.com/moc.keegnori//:ptth ‮  

 More details at: 
http://digitalpbk.blogspot.com/2006/11/fun-with-
unicode-and-mirroring.html 

http://irongeek.com
http://irongeek.com/moc.tfosorcim//:ptth
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 tab.txt‮ 

 sbv.txt‮ 

 exe.txt‮ 

 moc.txt‮  

 xcod.txt‮ 

 

Demo 
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C:\Users\adrian\Desktop\examples>dir 

 Volume in drive C is BOOTCAMP 

 Volume Serial Number is 0462-A90F 

 

 Directory of C:\Users\adrian\Desktop\examples 

 

05/16/2012  11:44 AM    <DIR>          . 

05/16/2012  11:44 AM    <DIR>          .. 

05/16/2012  11:43 AM               273 test.au3 

05/16/2012  11:24 AM                69 wickednames.txt 

05/16/2012  11:30 AM                39 ?txt.bat 

05/16/2012  11:31 AM            12,551 ?txt.docx 

05/16/2012  11:43 AM           302,117 ?txt.exe 

05/16/2012  11:28 AM                24 ?txt.vbs 

               6 File(s)        315,073 bytes 

               2 Dir(s)  19,766,902,784 bytes free 

 

C:\Users\adrian\Desktop\examples> 
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 Unicode Security Considerations  
http://unicode.org/reports/tr36/  

 Unicode Converter 
http://www.rishida.net/tools/conversion/ 

 Unicode Character Info and List 
http://www.fileformat.info/    

 Homoglyph Attack 
Generatorhttp://www.irongeek.com/homoglyph-
attack-generator.php  

 

http://unicode.org/reports/tr36/
http://www.rishida.net/tools/conversion/
http://www.fileformat.info/
http://www.irongeek.com/homoglyph-attack-generator.php
http://www.irongeek.com/homoglyph-attack-generator.php
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Derbycon 
Sept 27th-30th 2012 

http://www.derbycon.com  
 
 

 

 

 

 

 

Others 
http://www.louisvilleinfosec.com 

http://skydogcon.com  

http://hack3rcon.org  

 

 

 

 

http://outerz0ne.org 

http://phreaknic.info   

http://notacon.org 
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Twitter: @Irongeek_ADC 
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 http://www.microsoft.comノ
index.html.irongeek.org/ 

 http://www.microsoft.xn--comindex-
634g.html.irongeek.org/ 
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