PROGRAMMABLE HID USB
KEYBOARD/MOUSE DONGLE FOR
PEN-TESTING

Adrian Crenshaw

Project site:
http:// www.irongeek.com/i.php?page=security/programmadblel-usb-keystrokedongle
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Special Thanks

e Tenacity Solutions
http://www.tenacitysolutions.net

e KentuckiandSSA
http://www.issa-kentuckiana.org

e PIRC
http://www.pjrc.com/
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About Adrian

£ | run Irongeek.com
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Podcast: isdpodcast.com
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E | have an interest in InfoSec
education
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geek with time on my hands
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First, a little story

£ | was given a device called a Phantom Keystroker a
I ALISI 1 SNXQa& 3IA RalkatF 2 NJ R2
Shmoocon 2010
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e The Keystroker wameant to annoy someone by
sending keystrokes and mouse movements to their

computer
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£ But, what Iif it was programmable” ‘o
http://lrongeek.com o'



Darren and Robin

£ Darren Kitchen (media mogul)
and Robin Wood (code deity)

£ | knew Darren had been working
with the U3 thumb drives for
automated attaCkS1 so | went tODarren Kitchen http://hak5.org
him with the idea

£ Devious minds think alike! They
were already developing it!

e They are working on a product
(USB Rubber Ducky): Robin Wood
http://www.hak5.org/store http:/digininja.org
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