ANTI-FORENSICS

Or as | like to call it, Occult Computing
Adrian Crenshaw
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About Adrian

£ | run Irongeek.com
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education
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Why Occult Computing?

£ Occult comes from the Latin womtcultus(clandestine,
hidden, secret), referring to "knowledge of the hidden".

e Forensic: Relating to the use of science and technology In
the investigation and establishment of facts or evidence in a
court of law.

e Since hiding activities is what we are doing, Occult
Computing seems like a good name.

£ Since people are not necessarily hiding their activities from
a court of law, the term antiorensics may not apply.

e Occult Computing sounds cooler than Alatiensics]
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What’s this class about?

Why:
e b20 Fo2dzi 2dzad KARAY3I @é&2dzNJ adl 4K

e Law/policy enforcement may find it useful to know how folks hide their
computer activities

e Users may want to know how to hide their activities from invasive
law/policy enforcement

e Companies may want to know how to clear boxes before donating them

What:
e Mostly Windows, but most ideas are applicable to other operating
systems

e Not going to cover malware analysis, nor network dotensics (at
least not much)

e Mostly we will cover hiding tracks left on storage media .
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Four categories

. 52y Qi fSFQOS GUN)YOl1a Ay ¢
2. Selective file removal and encryption tools

3. Parlor Tricks

4. Nuke 1t from orbit, it's the only way to be sure

http://Irongeek.com g i



What anti-forensic techniques are likely to be seen?
e Bow down before my Venn diagram of doom!!!
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Interesting legal stuff
IANAL

e JulieAmero
http://en.wikipedia.org/wiki/State of Connecticut v. Julie Amero
http://www.securityfocus.com/columnists/434/

e SebastierBoucher
http://en.wikipedia.org/wiki/United States v. Boucher

e ¢CKS &I OlSNI 5SFSyasSé
http://www.forensicswiki.org/wiki/Legal issues
http://exforensis.blogspot.com/2008/07/troljashorse-defense.html

e If the system is set to wipe data at regular intervals normally, that may be ok. Wiping data
once an investigation is about to be underway will make things worse.

E  Spoliation: Someone screwed up the evidence
e CSl effect
http://en.wikipedia.org/wiki/CSI_effect

e  Plausible Deniability Tool Kit (PDTK)
http://www.nmrc.org/pub/pdtk/
http://www.defcon.org/html/links/dc-archives/del4-archive.html#weasel
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Tech Stuff

e LiQa KFENR G2 O20OSN) GKA a
£ You need to understand some things before you

understand others, but which you have to
understand first is questionable.

e Windows jams data in all sorts of places, and there
are tools to make this data fairly easy to recover.
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Disks, Tracks, Sectors

£ A. Track

£ B. Geometric Sector
e C. Track Sector

£ D. Cluster
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Slack Space
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Hash

One way functions:
Easy:

Hard:

Can be used to fingerprint files, or see if they h,a-ﬁe >
changed s L Py
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Host-Protected Areas and Disk
Configuration Overlay

£ Parts of the drive that can be set a side that normal
h{ YR .Lh{ FdzyOlAazya C

tt2aaioftsS G2 KARS RFEOF

e ¢CFFO O0KSQa 2yS O0IFR Y2UK
http://www.vidstrom.net/stools/taft/

£ More Info
http://www.forensicswiki.org/wiki/DCO and HPA
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Forensically interesting areas in the
Windows file system

e Way too many to list, but lets check some out:

http://www.irongeek.com/i.php?page=security/windo
ws-forensicsregistry-andfile-systemspots

£ Nirsofthas a lot of tools for grabbing data:
http://www.nirsoft.net/

£ Deft Linux
http://www.deftlinux.net/

http://Irongeek.com g i
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DON’T LEAVE TRACKS IN THE FIRST
PLACE

PrOn mode and places data hides
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Privacy mode (aka porn mode) in
browsers

Firefox (Private Browsing)

A Keyboard shortcutCtrl+Shift+P

A Commqnd Iipe: No,command lin,e,,but can be set on start via Tools>Options>Privacy
ad;,asS Odzauz2yY aSuuAy3e

#Z |E (nPrivatg

A Keyboard shortcutCtrl+Shift+P
A Command line:private

% Chrome (Incognito mode)
| A Keyboard shortcutCtrl+Shift+N

A Command lines-incognito

) Opera (kiosk mode)
&

A Ok, not quite the same thing, but maybe someone will email me a solution

¢ 52 42Y8 NBASINDK 2yiAyS G2 éfé K
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Private portable browsers

£ Portable Apps
http://portableapps.com/apps/internet

e Tor Browser Bundle
http://www.torproject.org/easy-download.html.en
Firefox based, comes with Tor and Pidgin

e OperaTor
http://archetwist.com/opera/operator
Opera based, comes with Tor

¢ Keep in mind, Tor != Secure A
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Boot media

Linux:
e  Knoppix
http://www.knoppix.net/

e Ubuntu
http://www.ubuntu.com/

£ Unetbootin

http://unetbootin.sourceforge.net/
' YR 42 Yl yeé Y2nasvapopliod 2 { dzLJ
Windows:

e Bart PE
http://www.nu?2.nu/pebuilder/

e Ultimate Boot CD for Windows
http://www.ubcd4win.com/ -

e WinBuilder ’s
http://winbuilder.net/ ‘ L
oy,
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SELECTIVE FILE REMOVAL AND
ENCRYPTION
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Links to automated selective wiping
tools

£ Clean After Me
http://www.nirsoft.net/utils/clean _after me.html

e CCleaner
http://www.ccleaner.com/

!l YR YlIyeé YZ2NBX®
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Tools for selective file wiping

e DD
dd if=/dev/zero of=fANotes.docxps=12940 count=1
| like this Windows version:
http://www.chrysocome.net/dd

e Sdelete
http://technet.microsoft.com/enus/sysinternals/bb897443.aspx
e Eraser
http://eraser.heidi.ie/

E *nix guys, look into Shred
http://en.wikipedia.org/wiki/Shred %28Unix%29
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Just slack and unused space

E Eraser

e Cipher that comes with Windows as a command line EFS
tool
Run once:

Schedule script:
REM at 2:00€very:m,t,w,th,f,s,sic\defragandcipher.bat

defrag c: /f
defrag c: /f
defrag c: /f
cipher /w:c\
;
L = 44
s LS

http://Irongeek.com e



Selective File Encryption

e EFS
http://en.wikipedia.org/wiki/Encrypting File System
A Hash insertion does not helpiiordah)
A Can read file names
A Best to use a SYSKEY password or boot key

e TrueCrypt
http://www.truecrypt.org/
http://sourceforge.net/projects/tcexplorer/

E FreeOTFE
http://www.freeotfe.org/

e Good encryption does not compress much

http://lrongeek.com
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Reasons why relying on selective file
wiping is not a good idea

t2AYR2ga 2Fya RIFGlL Ay I f
get them all

E You got the main file, but what about the temp?

e Defrag, moving files and abandoned clusters

e USB device logs

e Page and hibernation files

e Data carving

http://Irongeek.com g g



Defrag issues

£ You defrag a drive
E You wipe a file on that drive

£ What about the remnants of the file from before
the defrag?
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USB device log

e Ah, so the suspect has a cameha/mbdriveiPod/etc

e USBDeview
http://www.nirsoft.net/utils/usb devices view.html

e HKEY_LOCAL MACHBESTEWCurrentControlSéEnum
USB

e HKEY_ _LOCAL MACHBSTENMurrentControlSéEnum
USBSTOR

e { S NODK T2 NJ \vindowsfinfh detwpépi.deylogO Y
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Page file

£ File used for swapping memory:
pagefile.sys

£ Linux folks, investigate swap
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Disable page file

£ Disable:
Control PanebSystem and SecuritySyster>Advanced
System SettingsPerformance>AdvanceebVirtual

Memory->Change

¥irtual Memory

http://lrongeek.com



Wipe page file

E Set

HKEY LOCAL MACHBESTENCurrentControlSet

\Control Session Managé&Memory Management

ClearPageFileAtShutdovim 1

' Local Group Policy Editor

http://lrongeek.com
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Hibernation file

£ File used for storing active memory when going intc
nibernation mode:

niberfil.sys
Go Into power setting to disable

http://Irongeek.com g



Data carving

e Go down the drive bit by bit looking for file headers

@E:\Users\adrian\Desktop\testdisk—E.l 1.3 win
PhotoRec 6.11.3, Data Recovery Utility, Hay 2889

Chriztophe GRENIER <grenierlcgsecurity.org>
http:/~wuw . cgsecurity.ory

hoto
ccccccc th HBSOLUTELY NO WHRRRHTY

Select a media (use Arrow ke then pre Enter>:

Disk ~dev/sda — 168 GB ~ 149 G B (RO) ST3163815RS
Disk sdevssdbh — 168 GB ~ 149 GiB ¢RO> — WDC WD16BBAAJE—7SHMBAA
Disk ~devssdc — 129 MB ~ 123 MiB <R0O> — LEXAR JUMFDRIVE

[Procee d 1 [T
Quit program
Note:
Disk capacity must be corre ctly detecte d for a successful recovery.
If a disk liste d above has incorrect =i check HD jumper settings. BIOS
detection, and stall th latest 08 at h and disk drivers.

e DiskDigger
http://dmitrybrant.com/diskdigger

e Photorec
http://www.cgsecurity.org/wiki/PhotoRec

e Other file carving tools
http://www.forensicswiki.org/wiki/Tools:Data Recoverv#Carvmg)

e File system compression makes file carving far less reliable! "/ .

. » g -
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So, what is writing where?

What needs to be wiped? What is this tool doing?

e Process Monitor
http://technet.microsoft.com/enus/sysinternals/bb896645.aspx

e RegFromApp

http://www.nirsoft.net/utils/reqg file from application.html

£ ProcessActivityView
http://www.nirsoft.net/utils/process activity view.html
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Maybe useful sometimes, but mostly fluff
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