ANTI-FORENSICS

Or as | like to call it, Occult Computing
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Why Occult Computing?

£ Occult comes from the Latin womtcultus(clandestine,
hidden, secret), referring to "knowledge of the hidden".

e Forensic: Relating to the use of science and technology In
the investigation and establishment of facts or evidence in a
court of law.

e Since hiding activities is what we are doing, Occult
Computing seems like a good name.

£ Since people are not necessarily hiding their activities from
a court of law, the term antiorensics may not apply.

e Occult Computing sounds cooler than Alatiensics]
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What’s this class about?

Why:
e b20 Fo2dzi 2dzad KARAY3I @é&2dzNJ adl 4K

e Law/policy enforcement may find it useful to know how folks hide their
computer activities

e Users may want to know how to hide their activities from invasive
law/policy enforcement

e Companies may want to know how to clear boxes before donating them

What:
e Mostly Windows, but most ideas are applicable to other operating
systems

e Not going to cover malware analysis, nor network dotensics (at
least not much)

e Mostly we will cover hiding tracks left on storage media .
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Four categories
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2. Selective file removal and encryption tools

3. Parlor Tricks

4. Nuke 1t from orbit, it's the only way to be sure
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What anti-forensic techniques are likely to be seen?
e Bow down before my Venn diagram of doom!!!
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Interesting legal stuff
IANAL

e JulieAmero
http://en.wikipedia.org/wiki/State of Connecticut v. Julie Amero
http://www.securityfocus.com/columnists/434/

e SebastierBoucher
http://en.wikipedia.org/wiki/United States v. Boucher

e ¢CKS &I OlSNI 5SFSyasSé
http://www.forensicswiki.org/wiki/Legal issues
http://exforensis.blogspot.com/2008/07/troljashorse-defense.html

e If the system is set to wipe data at regular intervals normally, that may be ok. Wiping data
once an investigation is about to be underway will make things worse.

E  Spoliation: Someone screwed up the evidence
e CSl effect
http://en.wikipedia.org/wiki/CSI_effect

e  Plausible Deniability Tool Kit (PDTK)
http://www.nmrc.org/pub/pdtk/
http://www.defcon.org/html/links/dc-archives/del4-archive.html#weasel
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Tech Stuff

e LiQa KFENR G2 O20OSN) GKA a
£ You need to understand some things before you

understand others, but which you have to
understand first is questionable.

e Windows jams data in all sorts of places, and there
are tools to make this data fairly easy to recover.
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Disks, Tracks, Sectors

£ A. Track

£ B. Geometric Sector
e C. Track Sector

£ D. Cluster
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Slack Space
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Hash

One way functions:
Easy:

Hard:

Can be used to fingerprint files, or see if they h,a-ﬁe >
changed s L Py
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Host-Protected Areas and Disk
Configuration Overlay

£ Parts of the drive that can be set a side that normal
h{ YR .Lh{ FdzyOlAazya C
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e ¢CFFO O0KSQa 2yS O0IFR Y2UK
http://www.vidstrom.net/stools/taft/

£ More Info
http://www.forensicswiki.org/wiki/DCO and HPA
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Forensically interesting areas in the
Windows file system

e Way too many to list, but lets check some out:

http://www.irongeek.com/i.php?page=security/windo
ws-forensicsregistry-andfile-systemspots

£ Nirsofthas a lot of tools for grabbing data:
http://www.nirsoft.net/

£ Deft Linux
http://www.deftlinux.net/
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DON’T LEAVE TRACKS IN THE FIRST
PLACE

PrOn mode and places data hides
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