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È I run Irongeek.com

È I have an interest in InfoSec
education

È L ŘƻƴΩǘ ƪƴƻǿ ŜǾŜǊȅǘƘƛƴƎ -LΩƳ Ƨǳǎǘ ŀ 
geek with time on my hands
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È Occult comes from the Latin word occultus(clandestine, 
hidden, secret), referring to "knowledge of the hidden".

È Forensic: Relating to the use of science and technology in 
the investigation and establishment of facts or evidence in a 
court of law.

È Since hiding activities is what we are doing, Occult 
Computing seems like a good name. 

È Since people are not necessarily hiding their activities from 
a court of law, the term anti-forensics may not apply. 

È Occult Computing sounds cooler than Anti-forensics J
Cthulhufhtagn

Thanks to Wikipedia and Wiktionary for wording of definitions
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Why:

È bƻǘ ŀōƻǳǘ Ƨǳǎǘ ƘƛŘƛƴƎ ȅƻǳǊ ǎǘŀǎƘ ŦǊƻƳ ǘƘŜ CǳȊȊΧ

È Law/policy enforcement may find it useful to know how folks hide their 
computer activities

È Users may want to know how to hide their activities from invasive 
law/policy enforcement 

È Companies may want to know how to clear boxes before donating them

What:

È Mostly Windows, but most ideas are applicable to other operating 
systems

È Not going to cover malware analysis, nor network anti-forensics  (at 
least not much)

È Mostly we will cover hiding tracks left on storage media
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1. 5ƻƴΩǘ ƭŜŀǾŜ ǘǊŀŎƪǎ ƛƴ ǘƘŜ ŦƛǊǎǘ ǇƭŀŎŜ

2. Selective file removal and encryption tools

3. Parlor Tricks

4. Nuke it from orbit, it's the only way to be sure 
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È Bow down before my Venn diagram of doom!!!
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Stuff ǘƘŀǘΩǎ ǳǎŜŦǳƭ to know
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È Julie Amero
http://en.wikipedia.org/wiki/State_of_Connecticut_v._Julie_Amero
http://www.securityfocus.com/columnists/434/

È SebastienBoucher
http://en.wikipedia.org/wiki/United_States_v._Boucher

È ¢ƘŜ άIŀŎƪŜǊ 5ŜŦŜƴǎŜέ
http://www.forensicswiki.org/wiki/Legal_issues
http://exforensis.blogspot.com/2008/07/troljan-horse-defense.html

È If the system is set to wipe data at regular intervals normally, that may be ok. Wiping data 
once an investigation is about to be underway will make things worse. 

È Spoliation: Someone screwed up the evidence

È CSI effect
http://en.wikipedia.org/wiki/CSI_effect

È Plausible Deniability Tool Kit (PDTK)
http://www.nmrc.org/pub/pdtk/
http://www.defcon.org/html/links/dc-archives/dc-14-archive.html#weasel

http://en.wikipedia.org/wiki/State_of_Connecticut_v._Julie_Amero
http://www.securityfocus.com/columnists/434/
http://en.wikipedia.org/wiki/United_States_v._Boucher
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http://exforensis.blogspot.com/2008/07/troljan-horse-defense.html
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http://exforensis.blogspot.com/2008/07/troljan-horse-defense.html
http://exforensis.blogspot.com/2008/07/troljan-horse-defense.html
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http://www.nmrc.org/pub/pdtk/
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È LǘΩǎ ƘŀǊŘ ǘƻ ŎƻǾŜǊ ǘƘƛǎ ƛƴ ƻǊŘŜǊΦ

È You need to understand some things before you 
understand others, but which you have to 
understand first is questionable.

È Windows jams data in all sorts of places, and there 
are tools to make this data fairly easy to recover.
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È A. Track

È B. Geometric Sector

È C. Track Sector

È D. Cluster
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È ¸ǳƳΧ[ŜŦǘƻǾŜǊǎΗΗΗ

È RAM slack (but name no longer really applies)     and Residual slack
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One way functions:

Easy:

md5("I am a string") = 
ϦмтмлрнуōŦфтсслмŀрŘнлоŎōŎнуфŜмŀтсά

Hard:

{ǘǊƛƴƎόϦмтмлрнуōŦфтсслмŀрŘнлоŎōŎнуфŜмŀтсάύ Ґ 

("I am a string") 

Can be used to fingerprint files, or see if they have 
changed
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È Parts of the drive that can be set a side that normal 
h{ ŀƴŘ .Lh{ ŦǳƴŎǘƛƻƴǎ ŎŀƴΩǘ ǎŜŜ

È tƻǎǎƛōƭŜ ǘƻ ƘƛŘŜ Řŀǘŀ ǘƘŜǊŜΣ ōǳǘ ƛǘΩǎ ŀ Ǉŀƛƴ

È ¢ŀŦǘ όƘŜΩǎ ƻƴŜ ōŀŘ ƳƻǘƘŜǊΧΦύ
http://www.vidstrom.net/stools/taft/

È More info
http://www.forensicswiki.org/wiki/DCO_and_HPA

http://www.vidstrom.net/stools/taft/
http://www.forensicswiki.org/wiki/DCO_and_HPA
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È Way too many to list, but lets check some out:

http://www.irongeek.com/i.php?page=security/windo
ws-forensics-registry-and-file-system-spots

È Nirsofthas a lot of tools for grabbing data:
http://www.nirsoft.net/

È Deft Linux
http://www.deftlinux.net/
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Pr0n mode and places data hides
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È Firefox (Private Browsing)
Á Keyboard shortcut: Ctrl+Shift+P

Á Command line: No command line, but can be set on start via Tools>Options>Privacy 
ά¦ǎŜ ŎǳǎǘƻƳ ǎŜǘǘƛƴƎέ

È IE (InPrivate)
Á Keyboard shortcut: Ctrl+Shift+P

Á Command line: -private

È Chrome (Incognito mode)
Á Keyboard shortcut: Ctrl+Shift+N

Á Command line: --incognito

È Opera (kiosk mode)
Á Ok, not quite the same thing, but maybe someone will email me a solution

È 5ƻ ǎƻƳŜ ǊŜǎŜŀǊŎƘ ƻƴƭƛƴŜ ǘƻ ǎŜŜ Ƙƻǿ ƎƻƻŘ ȅƻǳǊ ōǊƻǿǎŜǊΩǎ άǇƻǊƴ ƳƻŘŜέ 
really is.
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È Portable Apps
http://portableapps.com/apps/internet

È Tor Browser Bundle 
http://www.torproject.org/easy-download.html.en
Firefox based, comes with Tor and Pidgin 

È OperaTor
http://archetwist.com/opera/operator
Opera based, comes with Tor

È Keep in mind, Tor != Secure

http://portableapps.com/apps/internet
http://www.torproject.org/easy-download.html.en
http://www.torproject.org/easy-download.html.en
http://www.torproject.org/easy-download.html.en
http://archetwist.com/opera/operator
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Linux:

È Knoppix
http://www.knoppix.net/

È Ubuntu
http://www.ubuntu.com/

È Unetbootin
http://unetbootin.sourceforge.net/

!ƴŘ ǎƻ Ƴŀƴȅ ƳƻǊŜΧ [ƻƻƪ ǳǇ ǘƘŜ noswapoption

Windows:

È Bart PE
http://www.nu2.nu/pebuilder/

È Ultimate Boot CD for Windows 
http://www.ubcd4win.com/

È WinBuilder
http://winbuilder.net/

http://www.knoppix.net/
http://www.ubuntu.com/
http://unetbootin.sourceforge.net/
http://www.nu2.nu/pebuilder/
http://www.ubcd4win.com/
http://winbuilder.net/
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CƻǊ ǘƘƻǎŜ ǘƘŀǘ ŘƻƴΩǘ ǿŀƴǘ ǘƻ Ǝƻ ŀƭƭ ǘƘŜ ǿŀȅ
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È Clean After Me
http://www.nirsoft.net/utils/clean_after_me.html

È CCleaner
http://www.ccleaner.com/

È !ƴŘ Ƴŀƴȅ ƳƻǊŜΧΦ

http://www.nirsoft.net/utils/clean_after_me.html
http://www.ccleaner.com/
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È DD
dd if=/dev/zero of=f:\Notes.docx bs=12940 count=1
I like this Windows version: 
http://www.chrysocome.net/dd

È Sdelete
http://technet.microsoft.com/en-us/sysinternals/bb897443.aspx

È Eraser
http://eraser.heidi.ie/

È *nix guys, look into Shred
http://en.wikipedia.org/wiki/Shred_%28Unix%29

http://www.chrysocome.net/dd
http://technet.microsoft.com/en-us/sysinternals/bb897443.aspx
http://technet.microsoft.com/en-us/sysinternals/bb897443.aspx
http://technet.microsoft.com/en-us/sysinternals/bb897443.aspx
http://eraser.heidi.ie/
http://en.wikipedia.org/wiki/Shred_(Unix)
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È Eraser

È Cipher that comes with Windows as a command line EFS 
tool
Run once:
cipher /w:g:
Schedule script:
REM at 2:00 /every:m,t,w,th,f,s,suc:\defragandcipher.bat
defrag c: /f
defrag c: /f
defrag c: /f
cipher /w:c:\
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È EFS 
http://en.wikipedia.org/wiki/Encrypting_File_System
Á Hash insertion does not help (Pnordahl)

Á Can read file names

Á Best to use a SYSKEY password or boot key

È TrueCrypt
http://www.truecrypt.org/
http://sourceforge.net/projects/tcexplorer/

È FreeOTFE
http://www.freeotfe.org/

È Good encryption does not compress much

http://en.wikipedia.org/wiki/Encrypting_File_System
http://www.truecrypt.org/
http://sourceforge.net/projects/tcexplorer/
http://www.freeotfe.org/
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È ²ƛƴŘƻǿǎ ƧŀƳǎ Řŀǘŀ ƛƴ ŀƭƭ ǎƻǊǘǎ ƻŦ ǇƭŀŎŜǎΣ ƛǘΩǎ ƘŀǊŘ ǘƻ 
get them all

È You got the main file, but what about the temp?

È Defrag, moving files and abandoned clusters

È USB device logs

È Page and hibernation files

È Data carving J
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È You defrag a drive

È You wipe a file on that drive

È What about the remnants of the file from before 
the defrag?

Leftovers

file 1 left overs

file 2 left overs

file 3 left overs
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È Ah, so the suspect has a camera/thumbdrive/iPod/etc

È USBDeview
http://www.nirsoft.net/utils/usb_devices_view.html

È HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\
USB

È HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\
USBSTOR

È {ŜŀǊŎƘ ŦƻǊ ά¦{.{¢hwέ ƛƴ ŎΥ\windows\ inf\setupapi.dev.log

http://www.nirsoft.net/utils/usb_devices_view.html
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È File used for swapping memory:
pagefile.sys

È Linux folks, investigate swap
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È Disable:
Control Panel->System and Security->System->Advanced 
System Settings->Performance->Advanced->Virtual 
Memory->Change
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È Set 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet
\Control\Session Manager\Memory Management\
ClearPageFileAtShutdownto 1
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È File used for storing active memory when going into 
hibernation mode:
hiberfil.sys
Go into power setting to disable
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È Go down the drive bit by bit looking for file headers

È DiskDigger
http://dmitrybrant.com/diskdigger

È Photorec
http://www.cgsecurity.org/wiki/PhotoRec

È Other file carving tools
http://www.forensicswiki.org/wiki/Tools:Data_Recovery#Carving

È File system compression makes file carving far less reliable! 

http://dmitrybrant.com/diskdigger
http://www.cgsecurity.org/wiki/PhotoRec
http://www.forensicswiki.org/wiki/Tools:Data_Recovery
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What needs to be wiped?  What is this tool doing?

È Process Monitor 
http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx

È RegFromApp
http://www.nirsoft.net/utils/reg_file_from_application.html

È ProcessActivityView
http://www.nirsoft.net/utils/process_activity_view.html

http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx
http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx
http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx
http://www.nirsoft.net/utils/reg_file_from_application.html
http://www.nirsoft.net/utils/process_activity_view.html
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Maybe useful sometimes, but mostly fluff


